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1. (TS//SI//NF) Introduction
a. PRISM Skype collection can be identified by the following:

a.i. SIGAD: US-984XN (this SIGAD is used for all PRISM collection, not just
Skype collection).

a.ii. Case Notation: P7*, where the * represents a wildcard.

b. Sustained Skype collection began in Feb 2011 against “in and out” modes; this is
the mode in which one end of the call is using a Skype application, and the other
end is using a landline, or cell phone, without a Skype application. This is audio
only. PRISM collection added exploitation against peer-to-peer Skype applications
in July 2011. In this mode, both/all users are using the Skype application. This can
be a mixture of audio, video, chat, and file transfers. PRISM collection can be from
both modes of communication; however, there is no distinction made in the Case
Notation.

c¢. PRISM collection is available for “surveillance” tasking in UTT. There is no “stored
comms” or “search” capability for tasking.

2. (TS//SI/INF) Questions on tasking Skype Selectors to PRISM:
a. Can | task something other than SkypeUser?

a.i. No - this is your only option for Skype selectors in PRISM. You cannot task
skypeMailToken.

b. Do I need to include a V-Series zipcode?

b.i. Yes. When you submit FAA Skype requirements, please remember to include
a V-series zipcode — otherwise, voice content will not be routed to
NUCLEON.
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c. Can a Skype user have more than one skypeMailToken?

c.i. Yes - they can link 2 or more email addresses to their account... each has a
corresponding skypeMailToken. You can query DECODEORDAIN to find out
what e-mail address they correlate to.

d. Is there any benefit (or harm) to tasking both the SkyUser and SkypeHash for
the same user to PRISM?

d.i. Tasking a SkypeUser automatically tasks the SkypeHash to UTT. The only
time you need to explicitly task a SkypeHash is when you don't know what
the correlated SkypeUser is (i.e. querying DECODEORDAIN with the

SkypeHash fails to return a correlated SkypeUser, and after you've contacted

nd they fail to find a correlated SkypeUser).

3. (TS//SI/INF) Questions on locating Skype PRISM data:

a. How do I find Skype data in PINWALE?

a.i. Best way to query in PINWALE is by DecodeOrdain enriching your target's
Skype username, as follows:

a.i.l. Enter the Skype username in the PINWALE query form, right
click on the username that you've typed-in and click "DecodeOrdain"
then "Apply"

a.i.2. Pick "SkypeUser" from the “"choose realm" pull-down list and
click OK

a.i.3. You'll now see a screen like the one attached. Pick which ever
permutations you want (or just leave them all checked to get
everything), and click "OK"

a.i.4. submit your search

b. How do I locate Skype collection using DECODEORDAIN?

b.i. Attached is a screen-shot of how you can use DECODEORDAIN to find
Skype video & chat content.
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b.i.1. By selecting the "General Skype" permutation, you will query all
Skype PRISM traffic (regardless of whether there is any content or not
)

b.i.2. By selecting only the "Skype Chat" permutation, you will narrow
the query to only Skype PRISM traffic that contains Instant Messaging
content

b.i.3. By selecting only the "Skype Webcam" permutation, you will
narrow the query to only Skype PRISM traffic that contains at least
one visible video stream

b.ii. Please note that when MARINA says that a SkypeUser webcammed with
another user... that event *did* actually happen - but the content may not be
visible in PINWALE (because part of the video stream may have been lost,
prohibiting us from being able to reconstruct the video). If you want to look
for PINWALE documents that have webcams that are actually visible, you
can use the DECODEORDAIN-enabled PINWALE query option, described
above.

¢. My Skype PINWALE cut says "PRINTAURA Skype" - what does that mean?
c.i. The display name is “PRINTAURA Skype” for both the UIS Text Presenter

and the DNI Presenter. The DNI Presenter and UIS Text Presenter both
have the capability to display SKYPE; Chat, File Transfers, and Video. The
DNI Presenter has a single combined display for SKYPE webcam that allows
the user to play the video and audio together in a synchronized mode or
individually. Within UIS, the user will need to use UIS Hotzone to play the
corresponding audio cuts.

d. How do I search for Skype data in NUCLEON?
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